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SENSS (IMPLEMENTING CISCO EDGE NETWORK SECURITY
SOLUTIONS) 1.0

Objetivo
Understanding and implementing Cisco modular Network Security Architectures such as SecureX and TrustSec.
Deploy Cisco Infrastructure management and control plane security controls. Configuring Cisco layer 2 and layer 3
data plane security controls. Implement and maintain Cisco ASA Network Address Translations (NAT). Implement
and maintain Cisco IOS Software Network Address Translations (NAT). Designing and deploying Cisco Threat
Defense  solutions  on  a  Cisco  ASA  utilizing  access  policy  and  application  and  identity  based  inspection.
Implementing Botnet Traffic Filters. Deploying Cisco IOS Zone-Based Policy Firewalls (ZBFW). Configure and verify
Cisco IOS ZBFW Application Inspection Policy.

PÃºblico Alvo
Channel Partner / Reseller Customer Employee

PrÃ©-Requisitos
CCNA Security or valid CCSP. or any CCIE certification can act as a prerequisite

Carga HorÃ¡ria

40 horas (5 dias).

ConteÃºdo ProgramÃ¡tico
Course Introduction
Cisco Secure Design Principles
Deploying Cisco Network Infrastructure Protection Solutions
Deploying NAT on Cisco IOS and Cisco Adaptive Security Appliance (ASA) Firewalls
Deploying Threat Controls on Cisco ASA Firewalls
Deploying Threat Controls on Cisco IOS Software
Lab Guide
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